Abstract
Introduction
Globalization increases information demand in all sectors of life including health services. Consequently, it forces health services to improve the quality of information through enhancing the medical records quality. 1 Medical records have very broad meaning, not limited to recording activity. Medical records is defined as an organizing system starting from recording, saving, issuing medical record documents and data analysis. Looking at the complexity of medical record management, it is the time for traditional (written) medical re- cord management to transform into electronic records. 2 Electronic medical records are the adoption of information and communication technology development in health services. Basically, electronic medical records are not so different from the printed ones. The difference is on the media where medical records are displayed. The printed medical records are displayed on paper meanwhile the electronic ones are in the form of electronic/paperless document.
The legal issue of electronic medical records is on the authentication. Electronic information has not been accommodated in Indonesian procedural law system. Juridically, an activity via electronic system cannot be approached by parameter and qualification of con- Legal protection is a depiction of legal function in which law can provide justice, orderliness, assurance, benefit, and peace. Law protection relates to several things such as legal relationship between patients and health workers, rights and obligations of all parties with their accountability as well as law enforcement aspect. 4 Medical records are document evidence on service process provided by the doctors to the patients. Electronic medical record system can serve complete, fast, correct, and integrated data. For patients and their families, electronic medical records give the right of valid, clear, and honest information regarding the given health services. For health workers, electronic medical records support clinical decision making and increase patients' safety.
Data accuracy of electronic medical records provides society legal protection from exploitative medical practices which do not fulfill medical ethics. It also allows for assurance and legal protection to doctors from society's excessive claims. pitals to make use of electronic medical records. The problems examined in this article are first, whether electronic medical records are needed by health care facilities or not; and second, whether electronic information and/or electronic documents can be used as legal evidence or not.
Discussion Electronic Medical Records Required by Health Care Facilities
Health development is aimed at raising awareness, comfort and healthy life for everyone in order to realize the optimal health quality as one of the elements of general welfare as mandated in the preamble of the 1945 Constitution of the Republic of Indonesia. One of the efforts to realize the health quality is through the implementation of medical records in order to improve health service quality that is optimal, effective and efficient. Medical records are very essential since they affect the process of service performed by health professionals and the service quality provided by hospital. Article 1 paragraph (1) of the Regulation of Health Minister Number 269/MENKES/PER/III/ 2008 on Medical Records defines it as file containing records and documents concerning patients' identity, examination, treatment, action and other services given to the patients. Medical records are a summary of the complete information about the past, present and even future process of medical services.
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Medical records are one of the written evidences of the service process provided by doctors and dentists. Medical records contain patients' clinical data during the process of diagnosis and treatment. Every medical service must provide complete and accurate medical records for each patient and every doctor and dentist is required to complete the medical records correctly, completely and real time.
8
Conventional Medical recording system so far has some weaknesses. Patients' medical record data are only stored locally in the place where the patients undergo medical examination and treatment. It is impossible to do direct exchange of data in different places.
9 Hence, it is necessary to develop medical records that can provide quick, precise and integrated data.
Hospital is a complex health institution that requires a good information system in carrying out its activities. Medical records are the essential requirement for patient data for diagnosis and therapy; however, the implementation of medical records is often not completely filled and on time.
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The use of electronic medical records has potential benefits for health care facilities. One of the perceived benefits after implementing electronic medical records is improving the completeness of medical records in the hospital. It is also beneficial for patients as well as health professionals since it improves efficiency in the process of health care. Besides, for administrative officers, the use of electronic medical records can facilitate the retrieval of patient information. Therefore, the officers are easy to access patient information. Doctors and health professionals are also benefitted in performing health services for their ease in accessing patient information. As a result, it helps related parties in clinical decision making such as diagnosis, treatment, avoidance of allergic reactions and duplication of drugs. From the efficiency aspect, the use of electronic medical records provides several impacts which decrease operational cost and increase income in health 11 Through electronic medical records, the hospitals will get complete, accurate and real time data in order to improve optimum, efficient and integrated service quality.
Electronic Information and/or Documents as Legal Evidence
Medical records can be used as an evidence in law enforcement process, medical ethics and dicipline. The role of medical records in health service above and the role of doctor in doing recording are not separated, meaning that the doctor or the dentist who does recording must be responsible for the patient condition by looking at written or electronic records. If malpractice happens, the doctor must take his responsibility. Article 1 paragraph (4) of Law on Electronic Information and Transactions mentioned that electronic documents are electronic information created in the forms of analogue, digital, electromagnetic, optical or other same kinds which can be seen, presented and/or heard through electronic system. Electronic documents are not written document; however, based on Article 5 paragraph (1) of Law Number 11 Year 2008 on Electronic Information and Transactions, electronic information and/or electronic documents are valid legal evidence. This article is the extension of the valid evidence in accordance with valid procedural law in Indonesia.
In general explanation of Law Number 11 Year 2008 of Electronic Information and Transactions, there is electronic document which is equivalent to the document created on paper. Of course there is requirement to validate the electronic document. It must use the electronic system in accordance with the provision regulated in Article 5 paragraph (3) of Law Number 11 Year 2008 on Electronic Information and Transactions.
Article 16 paragraph (1) of Law Number 11 Year 2008 on Electronic Information and Transactions stated that the implementation of electronic system is required to operate electronic system which meets the minimum requirements as follows: first, the system is able to redisplay full electronic information and/or electronic documents; second, it can protect the availability, the integrity, the authenticity, the confidentiality, and the accessibility of the electronic system; third, it can operate based on the implementation procedure of electronic system; fourth, it is facilitated by the procedure with understandable language, information or symbol; and fifth, it has sustainable mechanism in order to maintain the novelty, the clarity, and the responsibility of the procedure.
In Law Number 11 Year 2008 on Electronic Information and Transactions, electronic medical records have not been set completely and in detailed. Article 2 paragraph (2) of Regula-tion of Health Minister Number 269/MENKES/PER/III/ 2008 on Medical Records stated that the implementation of electronic medical records will be further regulated in a separated regulation. Until now, there is no regulation on electronic medical records. In order to ensure the implementation of responsible electronic medical records, Article 10 paragraph (1) of Law Number 11 Year 2008 on Electronic Information and Transactions stated that every provider of electronic transactions is certified by Reliability Certification Institution. However, to the present, there is no Reliability Certification Institution.
The implementation of electronic medical records is not different from written medical records. Article 5 paragraphs (1) and (2) of Regulation of Health Minister Number 269/MEN-KES/PER/III/2008 on Medical Records stated that either written or electronic medical records shall be made promptly and completely after the patient receives services by each doctor or dentist in running medical practice. Article 5 paragraph (4) also pointed out that medical records shall be accompanied by the names, times and signatures of any health worker providing direct health care. In recording of medical records using electronic information technology, the obligation to sign the signature may be replaced by using a personal identification number.
14 Errors in recording medical records can be overcome with correction. Article 5 paragraphs (5) and (6) of Regulation of Health Minister Number 269/MENKES/PER/III/2008 on Medical Record stated that correction can be done by revising without eliminating the corrected record and is signed by health worker. Changes in electronic medical records should not eliminate or delete the existing data. There should be a system that ensures the recording of data changes done by whom and when. The system 14 Asril Rusli, et al., 2006, Manual Rekam Medis, Jakarta: Konsil Kedokteran Indonesia, p. 7. must also ensure that data changes do not delete the previous data.
Article 8 paragraphs (1), (2) and (3) of Regulation of Health Minister Number 269/MEN KES/PER/III/2008 on Medical Records stated that the storage and destruction of medical records are for at least 5 (five) years. Nonetheless, discharge resume and medical consent are kept for at least 10 (ten) years. The advantages of electronic medical records are electronic data stored neatly and safely, there is no expired period and has a back-up data system indefinitely. Thus, it can be used for the interest of patients and hospitals.
Every doctor or dentist in performing medical practice shall keep confidentiality concerning the patient's medical history contained in the medical record. The secret may be opened only for the interest of the patient, fulfilling the request of law enforcement officers (judge of the assembly), and the patient's own request or under applicable laws and regulations. 15 Confidentiality of electronic medical records is guaranteed through personal identification number. Article 79 of Law Number 29 Year 2004 on Medical Practice explicitly regulated that any physician or dentist who intentionally does not make a medical record may be punished with a maximum imprisonment of 1 (one) year or a fine Rp 50.000.000,-(fifty million rupiah) at most. In addition to criminal liability, doctors and dentists who do not make medical records may also be subject to civil sanctions, as doctors and dentists do not perform what they ought to do (break promises/ wages) in the doctor's relationship with the patient. Doctors and dentists who do not make medical records in addition to legal sanctions may also be subject to disciplinary and ethical sanctions in accordance with the Medical Practice Act, KKI Regulation, Indonesian Medical Code and Indonesian Dentistry Code of Ethics. Generally, health professionals in doing their jobs have a noble purpose. The purpose is to maintain someone's body to stay health or cure the patients. 17 Hospital has the responsibility towards the losses resulting from negligence of the health workers. This matter is an implementation from respondent superior doctrine, duty to care doctrine and vicarious liability doctrine, hospital liability also corporate liability. These doctrines are in accordance with Article 46 of Law Number 44 Year 2009 on Hospital.
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Closing Remarks Conclusion
Electronic medical records are necessary in health service facility to improve optimal, efficient and integrated service quality. The complexity of hospital data management is not possible to be done by written medical records. By the advantages of using electronic medical records, it is the time for hospital to start using electronic medical records. Through electronic medical records, it enables hospital to obtain complete, accurate, integrated and real time data.
Electronic documents can be used as legal evidence based on Article 5 paragraphs (1) and (2) 
